
Abstract

In smart factory, which is the fundament of Indu-
stry 4.0, machines and humans are deeply inter-
connected and the management of the supply chain 
relies to a great extent on data. The data produced 
in such context do not only refer to machines, to 
production or to industrial processes. Indeed, they 
can also be personal data, thus causing not only 
cyber-security challenges, but also informational 
privacy risks, especially when there is fully automatic 
decision-making towards data subjects (including 
employees).
Increasingly sophisticated smart tools will make ea-
sier to make data re-personalisation. Even full anony-
misation does not necessarily have to be effective 
in the future, because due to the dynamic technolo-
gical development (especially ANN), what has been 
non-personal data so far may become personal data 
in the near future.
The implementation of data subjects’ rights exe-
cution process in a complex environment is also a 
significant challenge, with particular emphasis on 
automated decision making and provision of expla-
nation to data subjects.ical considerations into such 
solutions?
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